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Working for
your tomorrow



In the realm of the dynamic
technology landscape, 2023
heralds a future full of promise
for CTOs around the world

Faced with unprecedented challenges, the technology industry has witnessed a remarkable
metamorphosis, answering the call for digital acceleration with unwavering determination. Amid
these transformative winds of change, the importance of Artificial Intelligence (Al) continues to
grow.

As the economic landscape evolves, we set out on a journey to explore the intriguing questions
that occupy the minds of CTOs worldwide.

What bold technologies have emerged to transform the modern technology stack?
How did technology leaders protect priceless data and intellectual property?

And most importantly, how are we driving growth for ourselves and our teams amidst
the constant evolution of technology?

The 2023 edition of The Global CTO Survey Report serves as a helpful tool, offering insights to
technology ieaders as they navigate the various opportunities ahead, drawing from the knowledge
and experiences of experts worldwide.
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The Global CTO
Survey Report 2023

With more than 260 esteemed CTOs from around the world contributing their time and invaluable insights, this edition promises
to be enlightening and comprehensive. Building on the success of previous surveys, we've expanded the scope of questions,
delving into topics such as technological advances, prevailing trends, security challenges, management strategies and more.

Join us to explore the realm of the modern CTO and gain invaluable insight into their roles and responsibilities in shaping the world

of technology.

90+

Questions in the survey

From how CTOs got where they are
today to technology, leadership, and
challenges

260+

Total responses

From CTOs worldwide

BY STX NEXT

6

Continents

Europe, North & South America,
Africa, Asia, and Oceania

Thank you to everyone who
participated in the survey
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CAREER PATH

CTOs are often self-learners

Learning on your own requires discipline, and it looks like CTOs have it in spades. Both when it comes to learning programming and learning leadership,
CTOs point to learning on their own as the most common path.

Learning by doing and self-directed learning through books, blogs, newsletters, podcasts, or social media are the most common ways in which CTOs learn

leadership. While formal training and mentorship are also reported as ways to learn leadership, they are less commonly reported than the other methods.

How did you learn programming?
Where did you acquire your technical skills?

Self-learning/figured things out by myself

Tertiary education (e.g. university)

Online courses

Secondary education (e.g. high school)

Mentoring from a friend or family

Primary education (e.g. elementary school)

Coding bootcamp

Vocational school

| never learned programming

THE GLOBAL
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188

72%

65%

35%

27%

9%

7%

6%

6%

3%

How did you learn leadership?

Learning by doing

Through books, blogs, podcasts, ect.

Formal training (university, course, etc.)

My company facilitated formal training

| found a mentor

My company provided a mentor

Other

172
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220

85%

66%

34%

27%

19%

10%

5%



CAREER PATH

What kind of experience do CTOs have? (1/2)

A technical background is a common path to the CTO role, but it's not the only option. While 76% of responders used to be software developers,
individuals with a business background can also successfully transition into being a CTO. Regardless of the previous roles, there is no single best way of
becoming a CTO. Joining an organization as a CTO, being promoted within an organization, and becoming a co-founder CTO were all popular responses.
Becoming a CTO typically takes a significant amount of time and experience. Individuals aspiring to become CTOs should keep this in mind and work
towards gaining the necessary experience and skills over a period of years — although not necessarily just as developers.

What were your previous roles?

76%

Software Developer/Engineer
Tech Lead [ 59%

36%

(e}
N

Engineering Manager

30%

Director of Engineering/Head of Engineering

27%

Project Manager

DevOps/SysOps/Admin 14%
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VP of Engineering 14%

N
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1%

Product Manager

N

10%

Business Analyst

N

9%

Academic personnel

Other 14%

I
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CAREER PATH

What kind of experience do CTOs have? (2/2)

How did you become CTO?

2%

Other

1%

Became CTO as a result
of a merger/acquisition

2%

Transitioned from
another C-level role

30%

Promoted within
the organization

THE GLOBAL CTO SURVEY

Became
a co-founder

Join the organization
as CTO

From the beginning of your career,
how many years did it take you
to become a CTO?

33%

28%

17% 2

_

<5 years 5-10 years 10-15 years <16 years
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TECH STACK

Expert commentary
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Andrew Weaver

CEO & CO-FOUNDER OF @CTO ACADEMY

The annual CTO survey from STX Next is always an interesting read because it

chimes consistently with our experience of "typical career paths and characteristics"

though a definition of the CTO role can vary depending on where the business
stands in its lifecycle.

Beware the early stage company offering a "CTO role" when the job specification
suggests otherwise.

What is definitely a common theme is those who make effective CTOs are highly
motivated individuals willing to move out of their comfort zone and test themselves
by growing into the hybrid skill set required in senior roles. For many it's not an easy
transition because as the survey indicates, the majority of CTOs come from a
technical background and are therefore having to travel on a significant journey that
includes a fundamental shift in mindset as well as skill set.

Self-learning is integral to the professional growth of technology leaders but also
remaining close to a network and community of peers who are available to help and
reassure when that career transition can feel overwhelming.

GCGLOBAL CTO SURVEY BY STX NEXT
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TECH STACK

Expert commentary
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Arkadiusz Wargin

CEE EXECUTIVE DIRECTOR - IT CONTRACTING AT HAYS

As many as 76% of the CTOs surveyed have previous knowledge of software development and engineering.
This doesn’t come as a surprise, given that the role requires a mix of practical experience and an understanding
of modern technology. Prospective CTOs can acquire such programming skills through readily available
education, whether from universities or dedicated training courses.

Our experience at Hays unequivocally shows that the chances of attaining a CTO position without the
appropriate technological background are slim, and this is unlikely to change any time soon. While business
professionals can transition into being a CTO, a shift into a technical role is necessary early in their career.

However, we're seeing that experts in DevOps and SysOps rarely make this career move, as previous studies
shows that the number of CTOs with such work experience remains below 15%. A reason for this might be that
DevOps and SysOps experts in senior roles are some of the highest renumerated professionals in tech, and so
their motivation to progress to a C-suite role might be slightly lower.

The largest number of surveyed CTOs have acquired their position through a job change, and a further 30%
were promoted to this role within their current organisation. However, it's interesting that another 29% of CTOs
are co-founders of their companies, confirming that a significant group of individuals seeks opportunities to
develop their businesses in the dynamic technological landscape. It may also explain why as many as 49% of
CTOs obtained their C-suite role within the first decade of their professional career.

GLOBAL CTO SURVEY BY STX NEXT
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Tech
stack

Which programming

languages, frameworks,

and tools are most
commonly in use?

BY STX NEXT
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TECH STACK

JavaScript/
Typescript are
the most popular
programming
languages among
the surveyed CTO
teams

Similarly to the previous edition of the CTO Survey,
JavaScript (or TypeScript) has claimed 1st in terms of the
primary programming languages of CTOs' teams. Once
again, over 80% of responders reported it as one of their
team's primary languages. Python is in 2nd place, with
44%, while C# and Java are tied for the 3rd spot, with
both appearing in 30% of responses. There has been a
jump in the popularity of C#, which has moved from 5th
place in the 2021 survey to 3rd place in this year's survey.
Also observed was a drop in the popularity of the PHP
language from 3rd to 5th place compared to the previous
CTO Survey.

THE GLOBAL CTO SURVEY

What are your teams’ primary programming languages?

Javascript/Typescript

Python

C#

Java

PHP

Kotlin

Go

C++

Swift

Ruby

Dart

Rust

C

Visual Basic

Perl

MATLAB

R

Assembly

Elixir

WebAssembly

Clojure

Other

N
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81%

44%

30%

30%

22%

14%

12%

1%

9%

8%

7%

5%

4%

4%

3%

2%

2%

2%

2%

1%

1%

6%
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TECH STACK

JavaScript
technologies
dominate the list
of most popular
programming tools

The results highlight the prominent usage of Node.js,
React, .NET, Angular, Express, and Vue as the primary
programming tools employed by the teams of the
surveyed CTOs.

That said, it's Node.js that holds the highest adoption rate
among the teams. Given that Node.s is a runtime
environment for JavaScript, the most popular language in
the survey, its place as number one is hardly surprising.
React, a JavaScript library for creating SPAs and mobile
apps is a close second on the list.

Interestingly, in the previous edition of the survey, these

two answers were flipped, with React coming in first, and
Node.js second.

THE GLOBAL CTO SURVEY

What programming frameworks do your teams use?

Node.js

React

NET

Angular

Express

Vue

Spring

Redux

Django

Nest.js

Laravel

Rails

Symphony

None

Meteor

Codelgniter

Polymer

CakePHP

Zend

Other

N

N

N
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W
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60%

58%

30%

25%

21%

20%

17%

16%

15%

12%

1%

7%

7%

4%

2%

2%

2%

1%

1%

14%
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TECH STACK

Expert commentary
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Pawet Kulpa

HEAD OF JS AT STX NEXT

JavaScript once again, firmly confirms its versatility by being the most popular

language in the current CTO Survey. The noticeable rise in popularity of Node.js on
the backend and the stabilized positions of the top three frontend frameworks
(React, Vue, Angular) show that we have a real full-stack JavaScript force that will be
hard to stop. Undoubtedly, JavaScript will continue to play a decisive role in shaping
the digital world. With great interest, I'm excited to see how Al boosters support the
work of JavaScript developers by increasing their efficiency and productivity. Still, I'm
even more curious to see not what but when the next JS superpower will show up in

Al's transformation.

GCGLOBAL CTO SURVEY BY STX NEXT
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TECH STACK

Expert commentary
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Marcin Zabawa

DIRECTOR OF DELIVERY EMEA AT STX NEXT

Python is the second most popular language according to CTOs, yet its web
frameworks (i.e. Django, Flask, etc.) are less frequently used than leading

frameworks from other languages (Spring for Java, .NET for C#). That reveals a
versatile aspect of Python, which is often used not only for web development but
also for data processing, ETL, API integrations, scripts, and of course Artificial
Intelligence.

A bit of a surprise might be the continuing popularity of Angular. Many CTOs decide
to stick with it regardless of many developers' preference to switch to React. The
outcome is a shortage of Angular developers, as new JS programmers joining the
workforce are choosing React as their main framework.

GCGLOBAL CTO SURVEY BY STX NEXT



TECH STACK

PostgreSQL and MySQL are the most often used databases

Over half of responders said their teams use PostgreSQL, thus making it the most popular answer. MySQL is not far behind, with 42%. Redis, Microsoft SQL Server,
and MongoDB close out the top 5, with not much difference in popularity between the three. Redis and Microsoft SQL Server were both used by the teams of
35% of our CTOs, and MongoDB by 34%. Interestingly, 11% of CTOs are using other databases not listed in the survey.

What databases do your teams use?

PostgreSQL VA | 54%

—

MySQL 42%

Redis 35%

Microsoft SQL Server 35%

MongoDB 34%

Elasticsearch

~J
W

28%

—

DynamoDB 16%

N

Oracle 12%

MariaDB 12%

SQLite

N
(o)

1%

Cassandra 6%

—r
Ul

Splunk 6%

IBM Db2 2%

Microsoft Access 2%
Hive 2%
Teradata

1%

Other

N
(00}

N
O

1%
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TECH STACK

48% of surveyed CTOs don't use any Data Science
frameworks

Python is the go-to language in Data Science, which is reflected in the five most popular data science frameworks mentioned in the survey responses.
These frameworks — Numpy, Pandas, TensorFlow/Keras, PyTorch, and Scikit-learn — all leverage Python's powerful features.

That said, almost half of the surveyed CTOs don't use any Data Science frameworks. What is more, the result was almost identical in the previous edition of the survey.

What Data Science frameworks do your teams use?

None 124 48%

Numpy 31%

Pandas 31%
TensorFlow/Keras 20%
Pytorch 19%
Scikit-learn 17%

N
W

W
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N
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)
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Matplotlib/Seaborn (or similar) 9%

PySpark ML lib 7%
Hugging Face 6%

Microsoft Cognitive Toolkit (CNTK) 5%
MLflow / Weights & Biases (or similar) 4%
Apple Core ML 3%
Apache MXNet 2%
DVC (or similar) 2%
Detectron2 2%

Other

1%

2%

THE GLOBAL CTO SURVEY
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TECH STACK

Many teams do not utilize ML in the Cloud

Most of the surveyed teams either do not use a dedicated Machine Learning Cloud solution or have chosen to rely on on-premise solutions. However, out

of those teams that do use Machine Learning Cloud solutions, Azure ML Studio and Amazon Machine Learning/SageMaker emerge as the more popular
choices. They were mentioned by 17% and 15% of CTOs, respectively.

Which Machine Learning Cloud solution do you use?

51%

22%

17% 15%

7%

None We use our own on- Azure ML Studio Amazon Machine Google Vertex Al
premise solutions Learning -
SageMaker

THE GLOBAL CTO SURVEY
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TECH STACK

Expert commentary
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Marcin Zabawa

DIRECTOR OF DELIVERY EMEA AT STX NEXT

Already 39% of surveyed CTOs declare they utilise ML in the Cloud. My prediction is
that this number will only grow in the next years, taking primacy over on-premise,
in-house-built ML solutions. Azure will probably stay the most popular option and
Amazon might be in danger of losing its second position to Google due to being late
to the race in both Al software and Al hardware.

GCGLOBAL CTO SURVEY BY STX NEXT



TECH STACK

Server virtualization software is not popular among
surveyed CTOs

While the majority of the CTOs reported not using any specific server virtualization software, VMware vSphere and Microsoft Hyper-V emerged as the notable
choices among the surveyed teams that utilize this technology.

When it comes to containerization tools, Docker leaves the competition in the dust, as 83% of surveyed CTOs mention it's being used by their teams.

What server virtualization software do your teams use?

None 146 56%

VMware vSphere 48 19%
Microsoft Hyper-V 46 18%
KVM 7%

Red Hat Virtualization 7%
Vagrant 4%
Oracle VM Server 2%
2%

Proxmox VE

2%

Citrix Hypervisor

IBM PowerVM 2%

Virtuozzo

0%

MAAAALLLI |

Other 6%

THE GLOBAL CTO SURVEY
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TECH STACK

Actively developing Cloud-Native technologies
Is the norm

81% of the respondents reported that they are currently developing Cloud-Native technologies. This indicates a strong adoption and focus on Cloud-Native
architecture and development practices within the organizations of these CTOs. Such a high percentage of organizations developing Cloud-Native technologies
suggests that they are recognizing the benefits of Cloud Computing and are taking advantage of the Cloud's capabilities.

Is your organization currently developing
Cloud-Native technologies?

81%
Yes

THE GLOBAL CTO SURVEY
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technologies

Navigating the tech horizons:
Emerging trends for CTOs




TREND AND TECHNOLOGIES

Agile and Cloud
dominate the “most
popular trends” list

Which of the following have you implemented?

Cloud 223 86%
. . . Continuous Integration 204 79%
According to the answers, Agile and Cloud technologies :
are the most widely adopted trends — both answers were DevOps 72%
marked by 86% of the CTOs. Other commonly Test Automation 71%
implemented trends include Continuous Integration
. Scrum 178 69%
(79%), DevOps (72%), and Test Automation (71%).
Meanwhile, some emerging technologies like loT and Continuous delivery | ) 64%
Blockchain still have lower implementation rates — they Microservices [T D 62%
: (o) (o)
were mentioned by 22% and 9% of responders, Kanban B
respectively.
Data Visualization 123 ] 47%
Infrastructure as code ‘ 46%
In-memory databases 30%
Virtualization 26%
DevSecOps 21%
MLOps/DataOps 16%

W
(00}

Microfrontends 15%

IPvé 26 10%
Blockchain 9%

THE GLOBAL CTO SURVEY



pz

TREND AND TECHNOLOGIES

Expert commentary
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Damian WinczewsKkKi

HEAD OF AGILE AT STX NEXT

Agile methodologies have emerged as a beacon in the Al and ML landscape,
especially given the rapid evolution of these technologies. The adaptability and cyclic

progression inherent in Agile approaches are particularly suited to the dynamic
nature of Al and ML projects. By refining and tailoring Agile strategies to these
specific domains, businesses can ensure cyclic evolution, foster collective endeavors,

and maintain resilience to shifting paradigms.

GCGLOBAL CTO SURVEY BY STX NEXT
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TREND AND TECHNOLOGIES

Expert commentary
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Damian WinczewsKkKi

HEAD OF AGILE AT STX NEXT

Incorporating Agile into Al and ML projects offers many advantages. Notably, there's
the swift adaptation to an ever-evolving digital sphere, which is crucial given the
pace of Al and ML advancements. Additionally, Agile methodologies can significantly
diminish risks, ensure fiscal prudence, and enhance both the caliber of the project
and overall customer contentment.

As Al and ML continue on their upward trajectory, the importance of methodologies
like Agile will only grow. The future will demand even more adaptability and
collaboration, and Agile is poised to meet these challenges. With expert guidance,
such as from the Agile Center of Excellence, businesses can harness Agile to
navigate the complexities of Al and ML, ensuring continuous innovation and growth.

GCGLOBAL CTO SURVEY BY STX NEXT




TREND AND TECHNOLOGIES

Are CTOs implementing Al technologies?

Machine Learning is the most commonly implemented Al technology among Which classes of problems does your Al solution
the surveyed CTOs, with 47% of them indicating they use it. However, it is fall into?
noteworthy that as much as 41% of the respondents reported that they have
implemented no Al technologies. Similarly, 39% of surveyed CTOs said they do

. . Don’t have Al solutions implemented m 39%

not have any Al solutions implemented. Among the classes of problems that B
have been addressed with Al solutions, image detection/segmentation is the image detection/segmentation || D i
most popular, followed by recommendation systems and OCR/text recognition. Recommendation systems 20%

OCR, text recognition from scans,
photos, dtoctjmentglasout recognition 19%
. . . Customer value prediction 17%
Which Al technologies have you implemented?
Resource utilization prediction, 14%
demand forecasting , e
; Extractinginform.ation frqm text =) o
Machine Learning (shallow, classical models) 121 47% WA 35 lhe
Chatbots 31 12%
v I - —t °
Text comprehension 12%
Natural Language Processing (NLP) _ 24% |
Video detection/segmentation 27 10%
T — Churn prediction 9%
s Automatic route planning, route optimisation 23 9%
Recommender systems 15%
i Matching similar text documents 8%
Roboti V ° l

b m 6% Semantic search plo] 8%
Autonomous vehicles B 2% IV E 7%
Virtual companions B 2% Image/video generation 5%

THE GLOBAL CTO SURVEY
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TREND AND TECHNOLOGIES

Expert commentary
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Szymon ldziniak

MACHINE LEARNING ENGINEER AT STX NEXT

The chart shows that most Machine Learning (ML) models are classic and simple
models such as XGBoost. This trend can be attributed to the prevalence of tabular
data from various applications and sources. Machine Learning is fundamentally
focused on data, not models, and our approach prioritizes adapting the solution to
the data, not the other way around. As a result, there is relatively less interest in
Deep Learning, including areas such as Natural Language Processing (NLP) and
Computer Vision (CV), mainly due to the limited availability of data. In most cases,
simple models are sufficient without delving into Deep Learning and Neural
Networks.

Moreover, there has been significant growth in NLP, driven by the emergence of
open-source NLP models and Large Language Models (LLMs). LLMs are used in a
zero-shot format, eliminating the need for intensive fine-tuning. Instead, providing
appropriate textual context enables the creation of intelligent chatbots, such as the
Retrieval-Augmented Generation (RAG) model. This development offers exciting
possibilities, enabling more efficient use of pre-trained models, and reducing the
time and resources required to train custom models.

GCGLOBAL CTO SURVEY BY STX NEXT
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TRENDS AND TECHNOLOGIES

Company size matters: Al team presence insights

The analysis of company size and its impact on the presence of dedicated Al teams reveals intriguing insights. It is essential to consider that the number of responses
from large companies is fewer compared to smaller enterprises. Consequently, the overall count of Al teams appears lower. However, when we analyze this in terms
of percentages, a significant trend emerges. Larger companies exhibit a substantially higher likelihood of having dedicated Al teams compared to their smaller

counterparts.

Company size vs Al implementation

40%
. Have Al division
(0)
30% ' Don’t have Al division
20%
10%
O | | S TEE——

1-10 11-50 51-250 251-1000 Over 1000

THE GLOBAL CTO SURVEY



TRENDS AND TECHNOLOGIES

Companies of all sizes widely adopt Agile
and DevOps methodologies

The relationship between company size and the implementation of Agile and DevOps practices paints an illuminating picture. It's worth noting that there is a discernible
pattern suggesting that the adoption of these methodologies is not uniform across companies of varying sizes. Instead, there appears to be a clear inclination towards
greater adoption in larger corporations. Irrespective of company size, there is a widespread enthusiasm for Agile, with adoption rates ranging from 72.50% to 93.33%.
This suggests the universal appeal of Agile methodologies. Interestingly, smaller organizations (1-10 employees) stand out with significant adoption rates, showcasing a
proactive approach to embracing Agile practices. The story is much the same for DevOps, with adoption rates spanning from 57.50% to 80%, demonstrating its global
acceptance.

Company size vs Agile Company size vs DevOps implementation

100%

86.11% )\

75%

50%

25%

1-10 11-50 51-250 251-1000 Over 1000 1-10 11-50 51-250 251-1000 Over 1000

‘ Agile implementation ‘ No Agile implementation . DevOps implementation ‘ No DevOps implementation

THE GLOBAL CTO SURVEY
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TREND AND TECHNOLOGIES

How much Al talent is there in the companies
of the surveyed CTOs?

Out of the surveyed CTOs, 25% reported having a separate Al or data division in their companies, while the majority, 75%, indicated not having a dedicated
division for Al or data.

50% of CTOs reported having no team members in dedicated Al, ML, or data science roles, and 38% said they had between 1 and 5 such team members.

61.4% of CTOs also reported not actively hiring Al talents at the moment, while 24.8% admitted to facing difficulties when hiring Al talents for their organizations.

Do you have a separate How many team members do you Do you face difficulties when hiring
Al/Data division? have in a dedicated Al/ML/Data Al talents for your organization?
Science role?

24.8%
Yes

50%

None

1-5 38%
6-10 pi 8%
2%

11-30

31-50 1%

51+ 0%

13.9%
No

61.4%

Not hiring
Al talents

THE GLOBAL CTO SURVEY



TRENDS AND TECHNOLOGIES

Which technologies and trends do you think will become
much more prominent in the next 2-4 years?

31

CTOs bet on
Machine Learning

Machine Learning is already the most implemented Big Data and Analytics 129 50%
Al technology among the responders, and they T T 399
believe its popularity will continue to grow in the —
loT ()
next 2-4 vyears. 66% of the CTOs made that
prediction. Cloud Computing and Big Data and Gieen Sombutine . ean fechnoiogy 35%
Analytics were also popular choices for technologies Blockchain 83 32%
that will become more prominent — they appeared e Vi = 9%
among 57% and 50% of responses, respectively.

. . . . . Extended Reality (XR) 25%
Meanwhile, 3D integrated circuits, multicore, :
universal memory, and photonics were the least Quantum Computing 2 24%
common choices. Metaverse 0%

Computational biology/bioinformatics 19%
Natural User Interfaces (NUI) 46 18%

THE GLOBAL CTO SURVEY

Software-defined networks

Medical robotics

High-performance computing

MEMS/Nanotechnology

3D integrated circuits

Multicore

Universal memory

Photonics

Other
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17%

17%

17%

8%

6%

6%

5%

4%

3%
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TREND AND TECHNOLOGIES

Expert commentary
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Margot Muckstein

CEO & CO-FOUNDER, @CLOUDOMATION

When looking at the adoption of Al, an interesting pattern emerges. While the
majority of CTOs (59%) report that they use some form of Al, only 25% have dedicated
teams of Al experts. This shows how Al products have matured over the last few
years: it is no longer necessary to have dedicated teams of Al experts to use
packaged Al products like image classification APIs or OCR libraries. This fits with the
expectation of most CTOs (66%) that Machine Learning will become even more
important in the future, as more such Al products become available.

With 79% of CTOs saying that they have implemented Continuous Integration, and
64% using Continuous Delivery, CI/CD has squarely arrived in the mainstream, as
something used not only by software companies but also by companies in other
industries that have software development teams. This is amazing. It shows how
software development is becoming more and more professional across industries.

GCGLOBAL CTO SURVEY BY STX NEXT
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Security

How CTOs are managing risk,

protecting data and IP

BY STX NEXT




SECURITY

35% of CTOs' companies have no cybersecurity at all

(1/2)

Cybersecurity's importance in today's business landscape lies in its potential to safeguard companies against a wide range of threats. The 2023 edition of the CTO
Survey highlights the significance of robust cybersecurity practices in organizations and sheds light on the prevailing trends in this critical domain. Our survey revealed
that 35% (91) of CTOs reported their companies having no cybersecurity measures in place whatsoever. However, it is encouraging to note that 36% of CTOs stated
that their organizations have an internal dedicated security team, indicating a substantial growth from the previous edition's 25%. Notably, organizations with
a headcount of at least 1000 employees show a higher propensity to establish in-house teams rather than rely on external providers for their cybersecurity needs.

Do you have a dedicated team
or department providing security
services in your organization?

64%

No

36%
Yes

34 THE GLOBAL CTO SURVEY

Have dedicated security team?

100%

75%
50%
25%
'22.12%
O
1-10 11-50 51-250 251-1000 Over 1000
‘ No dedicated team ‘ Dedicated team present
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SECURITY

35% of CTOs' companies have no cybersecurity at all

(2/2)

Interestingly, larger organizations with a headcount of at least 1000 employees prefer in-house teams for cybersecurity, emphasizing the need for greater control and
tailored security practices. This highlights the urgent need for companies, regardless of size, to recognize the risks of cyber threats and invest in proactive measures to

safeguard their digital assets.

Outsourcing cybersecurity and not outsourcing cybersecurity

100%
‘ Outsourcing cybersecurity
75% . .
S ‘ Not outsourcing cybersecurity
50%
25% | |
0 * * I A

1-10 11-50 51-250 251-1000 Over 1000
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SECURITY

GDPR is the most commonly enforced regulation

GDPR continues to hold significant importance in the realm of data protection and privacy for European companies. Out of the European companies participating
in the survey, only 20 out of 178 reported that they do not enforce the GDPR.

The survey also highlighted that GDPR remains the most commonly enforced regulation, with 74% of the organizations surveyed stating that they have implemented
measures to comply with its requirements. These findings demonstrate a positive trend towards increased awareness and adherence to GDPR, indicating a growing
recognition of the importance of safeguarding personal data and respecting individual privacy within European companies.

Which of the following standards Among the European companies
and regulations do you enforce for responding to the survey...
the systems in your organization?

GDPR 192 74%

88.8%

Enforce GDPR

ISO 134 52%
PCI DSS 4 18%

HIPAA 14%

5% 11.2%

7% Don't enforce
GDPR

l

None

Other
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SECURITY

Over half of the organizations don’t have
a cyber insurance policy in place of the attack

Having a robust cyber insurance policy is becoming increasingly vital for companies in today's digital landscape. It provides an additional layer of protection and
financial support in the event of a cyber-attack or data breach.

However, the CTO Survey 2023 reveals a concerning statistic, with slightly above half of the organizations surveyed (51.5%) admitting that they don't have a cyber
insurance policy in place to mitigate the potential damages caused by such incidents. This highlights a significant gap in preparedness and exposes these companies to
financial risks and liabilities associated with cyber attacks.

Do you have a cyber insurance policy
in place in case of an attack?

48.5%

Yes

51.5%

No
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SECURITY

Human error still the biggest cybersecurity risk

Cybersecurity attacks continue to pose significant threats to organizations, with the potential to compromise sensitive data, disrupt operations, and cause financial
losses.

According to the CTO Survey 2023, a notable 59% of respondents identified human error as the biggest security threat. This finding surpasses the concerns associated
with ransomware (48%) and phishing (40%). This underscores the key role that human factors play in cybersecurity incidents, emphasizing the need for comprehensive
training and awareness programs to address and mitigate these risks.

While technological defenses are essential, organizations must recognize that human behavior and decision-making can have an impact on the overall security posture.
By focusing on human risk management, companies can take significant steps toward fortifying their defenses against cyber threats.

Did your organization fall victim Which of the following do you consider
to a cyberattack within the last 12 months? the biggest cybersecurity threats?

Human error 153 59%

91 .O% Ransomware 125, 48%

40%

Phishing
No

Insider threats

27%

25%

Inadequate cloud security

Hacking 23%

DDoS attacks 23%

9%

Viruses and malware

N
N

N

Use of BYOD devices 9%

SQL injection 7%

—

N J

Man-in-the-Middle attacks 5%
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SECURITY

Bring Your Own Device policies don't have
to mean reduced security

Although Bring Your Own Device (BYOD) Policies are not new, they have become increasingly important in the current remote work landscape.

With many employees working from home, the use of personal devices for work purposes has become more prevalent. However, the CTO Survey 2023 reveals that
not all companies embrace the idea of BYOD. Approximately half of the respondents stated that their organizations do not have a BYOD policy, reflecting similar
results from the previous year. This hesitation may stem from concerns about data security, privacy, and the challenges associated with managing a diverse range of

devices. As remote work continues to shape the modern workplace, companies will need to carefully assess the benefits and risks of BYOD policies to strike a balance
between productivity and security.

Does your organization have
a Bring Your Own Device
policy in place?

46.5%

Yes

53.5%

No
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MANAGEMENT AND LEADERSHIP

CTOs value outcome-oriented assessment of their
teams' performance

The majority of surveyed CTOs have a moderate-sized team reporting directly to them, with 33% of CTOs indicating that they have 1-5 people reporting to them,
followed by another 33%, who have 6-10 people reporting to them. In terms of measuring team performance, the most common method reported by the CTOs is
measuring the business value delivered, with 48% of CTOs utilizing this approach.

In terms of other methods used by CTOs to assess performance, it seems that Delivering Business Value is becoming the most popular among CTOs. Compared to last
year's survey, they pushed Periodic Performance Reviews down one position in the ranking.

How many people report directly to you? How do you measure your teams’ performance?

100%

48%

Business Value Delivered

(o)
75 A) Periodic Performance Review

46%

Agile Process Metrics (e.g. team velocity) ‘ 39%
50% |
o
’ None 1-5 6-10 11-20 Over 21 e D 3%
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MANAGEMENT AND LEADERSHIP

Quality of work and soft skills are a winning
combination

When measuring the performance of team members, CTOs primarily consider the quality of deliverables. Feedback from colleagues on soft skills, such as teamwork and
communication, is highly valued. Internal educational efforts and self-education are also considered important factors.

In addition, developers who want to go one step further should focus primarily on mentoring younger team members and improving their own skills — both of which were
considered far more important than other activities, such as teaching at workshops and promoting the company at events and on social media.

When you measure the performance of your team members, which of the following influence your assessment?

Quality of deliverables (features/code) 85%

Feedback from peers on soft skills (teamwork, communication, etc.) 80%

Internal educational efforts, e.g. mentoring junior team members, teaching via workshops, creating educational content ,, 50%
Self-education via books, courses, online learning tools, etc. _ 33%

Efforts towards promoting the company (attending conferences, activity on social media, etc.) 15%

Engagement as a trainer/teacher in the company’s external educational efforts (workshops, hackathons, mentoring, etc.) 15%
Other B 2%
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MANAGEMENT AND LEADERSHIP

Being transparent and honest, as well as
empowering employees are crucial for CTOs (1/2)

96% of surveyed CTOs conduct 1:1 meetings with their teams. The main value they reported receiving from 1:1s is coaching and developing their team members, with

44% of CTOs indicating this as the primary benefit. This is followed by knowing how things are going in the team, reported by 25% of CTOs, and using 1:1s as a check-in
for ongoing projects and issues, reported by 19% of CTOs.

What is the main value that 4%
you get from 1:1s with your
direct reports?

| don't do 1:1s with
my direct reports

8% Coaching and developing

my direct reports

Planning next steps in
the career of my direct
reports

19%

Check-in for ongoing
projects and issues

Knowing how things are
going in the team
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MANAGEMENT AND LEADERSHIP

Being transparent and honest, as well as
empowering employees are crucial for CTOs (2/2)

In terms of keeping staff motivated, the most commonly reported approaches by CTOs are being transparent and honest (77%), empowering employees to make
decisions about their work (76%), and giving them room to grow (72%).

How do you keep your staff motivated?

I'm transparent and honest 200 77%

| empower my employees to make decisions about their work 197 ) 76%

| set goals and give the team(s) autonomy to decide how they will achieve them ) 13 ) 53%

| regularly dedicate time to engage with my team members and understand their needs 52%

| facilitate an environment for my people to interact on a personal level, building belonging and a sense of community 50%
We use the newest technologies _ 31%

I make sure to align the personal aspirations of every team member with organizational goals 30%

We foster a culture of high-performance 29%
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MANAGEMENT AND LEADERSHIP

Agile methodologies remain the top project
management frameworks

Overall, Scrum and Kanban are the dominant project management frameworks among the CTOs' teams, reflecting the popularity of Agile methodologies. Interestingly,
Scrumban, a hybrid approach combining elements of Scrum and Kanban, is utilized by 21% of the CTOs' teams. Traditional methodologies like Waterfall still have a
notable presence but are less prevalent compared to Agile frameworks.

What project management frameworks do your teams use?

Scrum 176 68%

Kanban 53%

N
Scrumban 21%
Waterfall 16%
0%
None 7%
PRINCE2 5%
Six Sigma 4%

LeSS 3%

3%

Critical Chain Project Management

Critical Path Method 3%

2%

Extreme Project Management / Megaproject

2%

Benefits Realization Management

Other 7%
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MANAGEMENT AND LEADERSHIP

Remote work has become a viable and effective

option for many CTOs

Based on the responses provided, the majority of CTOs and their engineering teams work remotely to some extent. The most common response indicates that teams

work remotely most of the time, with 36% of CTOs reporting this arrangement. Additionally, 29% of CTOs reported having a balanced mix between remote work and
office work, while 20% of CTOs reported working fully remotely without any office space.

In terms of the impact of remote work on overall productivity, the largest group of CTOs (44%) reported no significant impact on productivity. However, a considerable
number of CTOs (22%) indicated that remote work slightly improved productivity, while 17% of CTOs reported a significant improvement. On the other hand, 14% of
CTOs noted that remote work slightly hindered productivity, and only a small number (1%) reported a significant hindrance.

To what degree do you and your engineering
teams work remotely?

4%

We work
only from
the office

36%

We work remotely
most of the time

We work from
the office most
of the time

20%

We work fully
remotely
(no office space at all)

29%

We have a pretty balanced
mix between remote work
and office work
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If you have remote work in your teams, how
would you rate its impact on overall productivity?

1%
We don't

Significantly para
hindered oote
productivity  work

44%

Slightly hindered .
productivity No |mpa.ct‘
on productivity

(or the positive

1 7% and negative effects
balance out)
Significantly
improved
productivity

22%

Slightly improved
productivity
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TREND AND TECHNOLOGIES

Expert commentary
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Eric Naiburg

COO, SCRUM.ORG

The continued shift from measuring outputs to measuring business value is a
promising trend. A focus on business value combined with supporting individuals to
keep growing their skills is a great way to increase morale and retain top talent
which in turn will keep increasing the business value delivered. This will help the
organization overall.
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How do CTOs find talent

and what skills do they
value most?

BY STX NEXT




HIRING

CTOs consider employee referrals as the most
efficient hiring method (1/2)

When it comes to the most important hiring criteria, culture fit and technical skills proficiency were both given by over 70% of surveyed CTOs. Soft skills were also
important for over 50% of the responders. Overall, the analysis reveals that CTOs prioritize finding candidates who align with the company culture, possess strong
technical skills, and demonstrate valuable soft skills.

What are your most important hiring criteria?

Technical skills proficiency 188 k 72%

Soft skills 56%

Knowledge of frameworks/technologies required by current projects 42%
Years of experience 19%

Salary expectations 2 12%

2%

Open source contributions

Certifications 1%

Other 4%
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HIRING

CTOs consider employee referrals as the most
efficient hiring method (2/2)

What are the responders' preferred methods for sourcing talent? 60% of the CTOs consider employee referrals as the most efficient method, while job fairs and events
such as hackathons were the least popular out of the offered options.

The majority of CTOs (77%) indicated a preference for hiring people from outside of their organization when recruiting, thus bringing in fresh perspectives and diverse
experiences.

What's your most efficient method to hire talent? When you're recruiting,
do you prefer to:

Employee referrals

60% 23%

43% Hire internally,
e.g. by cross -training
existing technical

employees

Direct search (conducted by internal recruitment team)

Hiring through an external recruitment team, headhunter or agency 42%
Job ads 34%

Company's careers website 18%

Targeted social media campaigns 21 8%

5% 77%

Hire people from
4% outside of your
organization

Hackathons / internal events

Job fairs

Other 2%

© -
v"'lIIII
N
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TREND AND TECHNOLOGIES

Expert commentary
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James Milligan

GLOBAL HEAD OF TECHNOLOGY SOLUTIONS AT HAYS

Here at Hays, we're seeing a large disparity between the demand for skilled workers
in technology and the number of those with the experience and know-how to fill
these roles. This is true across the globe and remains unchanged, despite the stage
of the economic cycle we currently find ourselves in. In short: there aren't enough
people to fulfill these responsibilities and, as a result, employers face a fight for tech
talent.

What can organisations do to boost their chances of success when it comes to
hiring? It starts with understanding the needs of the business, not just now but in
five years’ time too. The rate of innovation means that companies will need to be
Agile in order to keep pace with technological advancement. That starts with
bringing the right people on board, those who don't just have the skills to do the job
now, but who can learn to tackle tomorrow’s challenges.
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TREND AND TECHNOLOGIES

Expert commentary
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James Milligan

GLOBAL HEAD OF TECHNOLOGY SOLUTIONS AT HAYS

Next, your hiring process. Yes, it's important to ensure you're recruiting the right
person, but a complicated series of interviews or tests can be onerous. Ultimately,
the longer the process, the more chance there is of an applicant finding an
opportunity with another company.

We're in a situation now where many candidates crave job security and don’t want
to risk a wrong move. Besides offering a salary that is at least in line with the market,
you need to showcase the other benefits such as learning resources, flexible working
and development opportunities.

Remember, the hiring process isn't just you evaluating applicants - it's their chance
to assess you.
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TREND AND TECHNOLOGIES

Expert commentary

T

H

=

Alvaro Moya

CTO & FOUNDER AT LIDR

In recent years, IT hiring practices have undergone notable shifts, with two
particularly impactful changes taking center stage.

Firstly, technology leaders are now placing a higher emphasis on cultural fit over
technical proficiency when evaluating potential candidates. Secondly, soft skills have
consolidated as a paramount consideration for all levels of experience, including
junior and mid roles.
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TREND AND TECHNOLOGIES

Expert commentary
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Alvaro Moya

CTO & FOUNDER AT LIDR

This marks a significant departure from the longstanding tradition of prioritizing
technical skills above all else. As technology becomes more integrated into business
operations, the ability to effectively communicate ideas, work with diverse teams,
and adapt to rapidly changing environments has become just as critical as technical
expertise.

CTOs recognize that a candidate's ability to seamlessly integrate into the company's
culture and values can greatly influence team dynamics and ultimately contribute to
the overall success of new collaborators. Once onboarded, qualities like strategic
vision, communication in different contexts and channels, and leadership, are
essential for fostering collaboration, innovation, and a high-performance
environment within tech teams.
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Training

What skills do CTOs consider
particularly important?

BY STX NEXT




TRAINING

CTOs value both soft skills and hard skills when it
comes to growing their team members

When asked which skills are the most important — soft ones or hard ones, our CTOs were almost evenly divided. In the end, it was the soft skills (communication,
giving/receiving feedback, leadership qualities) that raised slightly more votes. That said, nearly half of the CTOs still prioritize hard skills (such as programming/
technical knowledge & ability).

How do CTOs identify technical skill gaps on their teams? The most common methods involve leveraging the expertise of experienced staff, engaging in personal
check-ins, and conducting design or retrospective meetings.

When you're growing your team members, How do you identify technical skill gaps on your team?
which skills are the most important?

| pair them with a more experienced developer/ 0,
engineer and rely upon the reports of the senior staff 145 56%

47%

I check in with team members personally 52%
Hard skills
(programmin
g/teChnicaI We run design or retrospective meetings ‘ 50%
knowledge L
& ability, etc.) |
53% | review the code myself - 35%
Soft skills
. . We use tools that analyze the code and/ 0
(Communlcah or monitor performance ‘ 20%
on, giving/ ,
receiving =
feedback, | ask employees to troubleshoot > A 16%
- a project and find the coding errors y 0
leadership -

qualities, etc.)

| test employees by asking them
to write sample code

9%

Other 1%
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TRAINING

Technical knowledge remains the most important
skill for the CTOs' team members

When asked about the most important skills for a team members' growth, technical knowledge was appointed as number 1, followed by attitude and communication

skills. Next in line were prioritization and speed of implementation, with creativity and ingenuity closing down the list.

How can team members obtain these important skills? Close to half of the surveyed CTOs (49%) point to self-guided online learning as a great form of training activity.

This option is flexible, accessible, and can cater to individual learning needs. That said, in-person training still holds value for a significant portion of CTOs — 38% of

them marked that answer as well. It is worth noting that a considerable number of CTOs (28%) expressed no specific preference, which can indicate their openness to

different training methods based on specific circumstances.

What skills do you deem most important
for your team members’ growth?

Technical knowledge 2,26
Attitude 2.'7
Communication skills 3.58
Prioritization 4.2
Speed of implementation VALSYA k

Creativity

Ingenuity

! P
o)
m 4
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Which training activities do you prefer your
team(s) to attend?

Self-guided online learning 126 49%

In-person training

38%
No preference 73 28%

Live virtual training

25%

Online recorded training

21%



TREND AND TECHNOLOGIES

Expert commentary

tukasz Grzeszczyk

CEE EXECUTIVE DIRECTOR - INVESTORS CONSULTING & TALENT
LOCATION STRATEGY AT HAYS

| believe that the expectations regarding training among CTOs align with overall

industry standards. Any learning opportunity should have a practical foundation and %
be rooted in real-life project scenarios. Proper training must feature tangible case - A
studies demonstrating the application of technology, the implementation of g -'-._ "r
solutions, or tech-based responses to various business challenges. *

To be successful, all training sessions for tech talent should be easily accessible - that
is, ideally delivered online as webinars or interactive workshops, with recordings
made available to participants for later review. When it comes to training
requirements, they should primarily reflect technologies and tools needed to
safeguard projects from a technological standpoint.

i

i
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TREND AND TECHNOLOGIES
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tukasz Grzeszczyk

CEE EXECUTIVE DIRECTOR - INVESTORS CONSULTING & TALENT
LOCATION STRATEGY AT HAYS

However, hard skills are just the tip of the iceberg. In the contemporary landscape
where business and technology intersect, effective communication is pivotal. It
entails fostering collaboration and driving desired transformations. And CTOs are
aware of this, stressing the fundamental role of soft skills among tech teams from
top to bottom. Therefore, skills such as communication, relationship-building, people
management, talent acquisition and retention, motivation, and decision-making
very often are priorities for CTOs.

In their learning, CTOs highly value interactions with their professional community to
share knowledge and showcase practical solutions from their work experience. It's
no surprise that, as technology more closely intertwines with business, the more
essential it becomes to know how various organisations approach similar challenges.
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Challenges

What obstacles are CTOs
trying to overcome?
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CHALLENGES

CTOs' foremost
concerns -
technical debt
and refactoring

In 2022 & 2023, CTOs have been grappling with a
pressing concern that has risen to the forefront of
their agendas - technical debt and refactoring. As
businesses embraced new technologies, the
accumulation of technical debt became a formidable
obstacle, demanding strategic planning and swift
action to ensure long-term efficiency. Alongside
technical debt, CTOs grappled with staffing and
attrition challenges. Capacity emerged as their
second-biggest concern, reflecting the need for
efficient resource management. Hiring proved to be
the third most significant challenge, highlighting the
fierce competition for skilled professionals in the
tech sector. Additionallyy, CTOs prioritized
maintaining robust security measures to safeguard
their organizations from ever-evolving cyber threats.

THE GLOBAL CTO SURVEY

What are your biggest challenges right now?

Technical debt / refactoring

Capacity

Hiring

Security

Budget constraints

Tech stack / architectural issues

Prioritization

Employee retention

Scaling up

Delivering value

Planning for the future

Software development velocity

My own wellbeing

Time management

Getting a strong management layer to delegate

Sharing knowledge

Upskilling and reskilling

Getting trust from CEO / stakeholders

Improving communication

Employee welfare

Improving my own skills

Scaling down

Other

(9))]
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35%

26%

26%

24%

20%

19%

17%

16%

13%

1%

10%

10%

7%

7%

7%

5%

5%

5%

4%

4%

3%

2%

2%
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CHALLENGES

Overcommitment - a key challenge for CTOs

Our survey found that a major challenge plaguing
CTOs is overcommitment. Striving to balance
ambitious goals with limited resources can lead to
an overwhelming workload and hinder progress.
Next, the dominant obstacles relate to effective
product delivery. Managing technical debt is a
major problem, as outdated or inefficient systems
hinder innovation and stifle growth.
Communication failures, lack of transparency and
the presence of silos further compound the
challenges of product delivery, requiring consistent
efforts to foster collaboration and streamline
operations. As CTOs navigate these complexities,
finding the right balance between commitments
and delivery capabilities remains a focal point of
effective technology leadership.
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Overcommitment

Technical debt

Communication failures, lack of transparency, silos

Bad estimations

Bad team setup

Growth (e.g. scaling up processes)

Client/PO/stakeholders don't participate actively
in the project

Low engagement

Low technical knowledge / proficiency

Metrics / Tracking progress / We are not sure how
well we are performing

Low quality code / High rate of bugs

Teams not empowered by leadership

Death by process

Not resolving issues on time

Undercommitment

Using incorrect metrics

Other

What is the #1 cause of delivery problems for your team?

3

14
7

p.

4

22%

14%

12%

10%

5%

5%

4%

4%

4%

4%

3%

3%

2%

2%

1%

1%

4%



CHALLENGES

The top technology challenge for companies in the next
2 years: scaling up

In the context of technological challenges that lie ahead for companies in the next two years, the overwhelming consensus points towards scaling as the most
prominent obstacle. The need to effectively manage and accommodate rapid growth while maintaining operational efficiency poses a considerable concern for
businesses across various industries.

As companies strive to expand their market presence, handle increased demand, and stay ahead of the competition, scaling the technological infrastructure

becomes critical. This entails scaling up not only the technology itself but also the teams, processes, and resources to ensure a seamless and sustainable growth
trajectory.

What do you think is the single biggest technology challenge your company will need to overcome in the next 2 years?

Scalability 13.7%

Security 5.3%

Artificial Intelligence 9.2%

Financial and Budgetary 7.6%
Delivery and Efficiency 12.2%
Technical Debt 8.4%

Data and Digital Transformation 6.1%
Talent and Team Management 9.2%
Other 28.2%
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CHALLENGES
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Sergei Dubograev

VICE PRESIDENT OF DEVELOPMENT AT CLUTCH

In the competitive tech landscape, CTOs face the dual challenge of attracting and
retaining top talent and fostering a culture of innovation. Ensuring the company
remains at the cutting edge necessitates an environment where the brightest minds
feel valued and are given the tools and opportunities to innovate, keeping products,
services, and technologies ahead of the competition. With new technologies and
opportunities, the significance of ongoing education, culture management, and
innovation becomes greater.
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development

A look at CTOs' growth and
areas of improvement




SELF-DEVELOPMENT

The vast majority of CTOs hold a degree or higher

The majority of CTOs exhibit a high level of education, with at least 83% holding a degree or higher. This data indicates a strong emphasis on academic qualifications
within the CTO community. The prevalence of advanced degrees among CTOs underscores the importance of Continuous Learning and professional development in
the ever-evolving world of technology and business.

What is your current level of education?

MSc 32%

BSc 27%

14%

High school education

MA 12%

PhD 9%
BA 3%
Vocational training

2%

Other 4%
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SELF-DEVELOPMENT

From developer to leader:
CTO Survey reveals strong technical backgrounds

Approximately 70% of respondents had prior experience as programmers or engineers before taking on the role of CTO. This data indicates that a significant portion of
CTOs have a strong technical background, which contributes to their deep understanding of technology and its applications. Working in hands-on technical positions
allows CTOs to bring valuable knowledge to leadership positions, leading teams with a practical and informed approach.

What field(s) is your qualification in?

100%
75%
50%
25%
O I
Software Management Product Other
Engineering Development
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SELF-DEVELOPMENT

96% of CTOs dedicate time to education
on a weekly basis (1/2)

The dedication to continuous education among CTOs is striking, with an impressive 96% of respondents devoting time to learning on a weekly basis. Such a high
percentage reflects the CTO community's commitment to staying informed and evolving within the rapidly changing technology landscape.

Although only a small fraction (4%) claimed not to engage in weekly learning, the vast majority actively pursue knowledge and growth. While the exact timing of this

education remains unspecified — whether it occurs during office hours or beyond work — the survey results highlight a clear preference for self-taught online training
Or Courses.

How much time do you spend on learning weekly?

4%

None

1-3 hours

13%

Over 8 hours

4-8 hours
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SELF-DEVELOPMENT

96% of CTOs dedicate time to education
on a weekly basis (2/2)

A significant 70% of CTOs embrace this flexible and accessible method to expand their skill set, keeping up with industry advancements and acquiring the expertise
needed to drive innovation within their organizations.

How are you learning?

Informal learning: books, blogs, newsletters, podcasts, social media 215 k 83%
Self-taught online courses or trainings 182 70%

Circles, groups, chapters, guilds or other interest-based communities 32%
1:1 mentoring/coaching 19%

Instructor-led online courses or trainings 15%

Bootcamps or other immersive learning experiences m 7%

Other p 4%
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SELF-DEVELOPMENT

Leading by example: The areas CTOs want to improve

The survey reveals that 52% of CTOs recognize the importance of soft skills in fostering their team members' growth. Consequently, CTOs themselves seek to
improve their soft skills as well. The two most significant areas for improvement identified were defining the long-term vision (30%) and managing people (29%). By
enhancing their soft skills, CTOs aim to set a clear example for their teams, displaying effective leadership and guiding their members in the right direction. The
survey respondents highlighted the value of leading by example, emphasizing the significance of strong soft skills in promoting cohesive and successful teams

within their organizations.

Which of the following areas would you like to improve the most in?

Defining the long-term vision

Managing people

Fostering the desired culture, attitude and behaviors into the team
Overall tech skills (e.g. machine learning, DevOps, software architecture)
Setting goals and KPlIs

Growing professional relationships

Communicating with stakeholders and reports

Managing technical debt

Upskilling and cross-training my team

Managing mentoring and career paths

Building processes and workflows

Making tech decisions

Becoming a more accessible/inclusive workplace and having everyone on the team be aware
Givin;g téchhiéél presenrtrartions

Hiring people

Implementing agile development principles
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SELF-DEVELOPMENT

Communication is the most important skill
for a successful CTO

Effective communication is the most important skill for a successful CTO. It has been repeatedly highlighted in various forms, emphasizing the importance of clear,
transparent, and effective communication. This includes skillful communication with different stakeholders, teams, and departments and the ability to express

complex technical concepts to non-technical people.

Among the most important skills identified by CTOs was leadership. CTOs emphasize the great importance of leadership qualities, which include being a leader,

empowering team members, supporting professional development, and driving technical strategy.

In addition to effective communication and leadership, vision is identified as one of the most important capabilities for a successful CTO, as it involves shaping

a clear and inspiring technological direction for the organization's future.

What is the most important skill for a successful CTO, in your opinion?

9%

3%

2.4% | 1.8%
Communication Leadership Vision Empathy People Technical Problem Others
Management Knowledge Solving
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Satisfaction

How satisfied are CTOs
with their jobs, teams,
and software velocity
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SATISFACTION

Overall satisfaction remains high but with a slight decline

(1/2)

Job satisfaction is generally high among CTOs in the survey; the average rating is 3.7 out of 5, which is a drop-down from the previous edition (4.1 out of 5).

Salary satisfaction does not rate as highly as job satisfaction. Although, with an average rating of 3.31 out of 5, CTOs generally lean more towards feeling satisfied
with their salary.

2.30%
1

How satisfied are you
with your job overall?

40.8%
4

20.8%
5

29.2%
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SATISFACTION

Overall satisfaction remains high but with a slight decline

(2/2)

How satisfied are you with your salary? Job satisfaction overall vs company size

o
35 /0 2.84 3.90

3.75

3.7

16.90% 60
2
27.7%
3 1-10 11-50 51-250 251-1000 Over 1000
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SATISFACTION

CTO team satisfaction:
Promising trends with room for growth

Initial observations give a mostly positive outlook, with the vast majority of CTOs expressing satisfaction with their teams. Dissatisfaction is relatively low, reflecting
the overall strength of CTO team dynamics. It is noteworthy, however, that almost 80% of CTOs did not say they were fully satisfied, indicating that there is room for
growth and improvement in team dynamics. The average satisfaction rating for the team is 3.7 out of 5, indicating a solid foundation for progress.

The survey emphasized various crucial factors contributing to overall team satisfaction, encompassing performance, culture fit, attitude, and technical skills.
Interestingly, the satisfaction rating takes a dip when focusing on team performance, pointing to an area that warrants attention and improvement. For instance, a CTO
might express satisfaction with their team while still feeling concerned about software development velocity, signifying an opportunity to boost productivity in this
aspect. Consequently, software development velocity emerges as a vital aspect with significant potential for growth and refinement. Through a deeper exploration of
these insights, organizations can proactively address areas of improvement and foster an even more satisfying work environment for CTOs and their teams.

How satisfied are you with your team? How satisfied are you with your software
development velocity?
20.8% P Y

1 5

5 -
.I

o)
40.8% 2247
4 &

20.0%
2

29.2%

43.8%
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SATISFACTION

CTO striking a balance among different perspectives

The survey on work-life balance satisfaction revealed a diverse range of perspectives, with respondents distributed across various satisfaction levels. While
a substantial portion expressed moderate to high levels of contentment (ratings 3 to 5), there were also notable proportions indicating room for improvement in
achieving a better work-life balance (ratings 1 and 2).

Overall, the survey reflects a diverse distribution of satisfaction levels, emphasizing the need for organizations and individuals to address work-life balance to ensure
the well-being and productivity of their workforce.
16.9%
o (o)

2

How satisfied are you
with your work-life balance?

35.4%

25.4%
3
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FINTECH CTOS

FinTech CTOs are embracing Machine Learning
as the leading technology (1/2)

In the rapidly evolving landscape of Finlech, CTOs are keenly aware of the technologies that will shape the industry in the next 2-4 years. According to the survey, a
staggering 63% of Finlech CTOs believe that Machine Learning will take the lead as the most popular technology during this period. Following closely behind, Cloud
Computing has garnered the confidence of 53% of CTOs, while Big Data and Analytics stand at 50%.

Which technologies and trends do you think will become much more prominent in the next 2-4 years?

Machine Learning 63%

53%

wes 34%

o T 429%

Green Computing/Clean Technology _ 29%
32%

Computer Vision 18%

Extended Reality (XR) — 13%
quantom compucng | ) 24%
Metaverse _ 21%

Computational biology/bioinformatics ‘ 16%
Natural User Interfaces (NUI) ‘ 13%
Software-defined networks 8%
Medical robotics 11%
High-performance computing ‘ 8%
MEMS/Nanotechnology D 3%

3D integrated circuits 5%
Multicore Q 3%

Universal memory D 3%

Photonics ‘ 0%

Other D 3%
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FINTECH CTOS

FinTech CTOs are embracing Machine Learning

as the leading technology (2/2)

Despite the promising future of Machine Learning, the majority of Finfech CTOs, accounting for 63%, have not yet implemented any Al technologies. However,

34% of them have already embraced Machine Learning, showcasing its growing significance and potential in reshaping the Finlech landscape.

Which Al technologies have you implemented?

-

H

E

GLOBAL

Machine Learning (shallow, classical models)

None

Natural Language Processing (NLP)

Deep Learning

Computer Vision

Recommender systems

Robotics

Autonomous vehicles

Virtual companions
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3

24

—

34%

63%

13%

8%

8%

13%

3%

0%

3%



FINTECH CTOS

Human Error is the top cybersecurity threat faced
by 61% of FinTech CTOs

In the dynamic world of FinTech, cybersecurity remains a paramount concern for CTOs. The survey reveals that 61% of Finfech CTOs identify human error as the most
significant cybersecurity threat facing their organizations. This finding underscores the critical role of employee training and awareness in bolstering overall security
measures. Following closely behind, 50% of CTOs express concern over the rising menace of ransomware, a type of malicious software that can disrupt operations and
hold sensitive data hostage. Additionally, phishing, a deceptive tactic aimed at stealing valuable information, is flagged as a prominent threat by 21% of the CTOs.

Which of the following do you consider the biggest cybersecurity threats?

Human error 23 61%

50%

Ransomware

Phishing 21%

24%

Insider threats
Inadequate cloud security 4 37%

Hacking 26%

DDoS attacks 29%

Viruses and malware 5%
Use of BYOD devices 8%
8%

SQL injection

Man-in-the-Middle attacks 8%

d i
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FINTECH CTOS

Key factors influencing FinTech venture success:
Quality of deliverables & feedback from peers

FinTech leaders unanimously agree on two critical factors when evaluating the performance of their team members. First and foremost, an overwhelming 89% of
Finfech CTOs emphasize the significance of the quality of deliverables, encompassing both features and code. In an industry that demands precision and innovation, the
ability to consistently produce high-quality output is vital for driving customer satisfaction and gaining a competitive edge.

Additionally, 82% of CTOs highlight the importance of feedback from peers concerning soft skills, such as teamwork, communication, and adaptability. These intangible
but indispensable qualities play a pivotal role in fostering a collaborative and harmonious work environment, leading to improved productivity and enriched employee

experiences.

When you measure the performance of your team members, which of the following influence your assessment?

89%

32%

16%

0%
Quality of Feedback from peers Internal educational efforts, e.g. Self-education via books, Efforts towards promoting the Engagement as a trainer Other
deliverables on soft skills mentoring junior team members, courses, online learning company (attending conferences, in the company’s external
(features/code) (teamwork, etc.) teaching via internal workshops tools, etc. activity on SM, etc.) educational efforts

(workshops, hackathons, etc.)
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FINTECH CTOS

FinTech CTOs encounter a diverse range of
challenges that demand adept problem-solving
and strategic thinking

In the fast-paced world of Finlech, CTOs are facing key challenges that demand attention. The survey reveals that 37% of them grapple with technical debt and
refactoring for scalable technology infrastructure, 32% encounter hiring difficulties in the competitive talent market, and 29% prioritize cybersecurity to protect
financial data and maintain trust. These insights highlight crucial areas where strategic solutions and innovation are needed to drive industry growth and resilience.

What are your biggest challenges right now?

Technical debt / refactoring 37%

oy ) 249%

Hiring 32%

sty [N 29%

Budget constraints 18%

Tech stack / architectural issues m 26%
18%

Delivering value _ 13%

Planning for the future 11%

Software development velocity 1%

My own wellbeing 11%

Time management 11%

Getting a strong management layer to delegate on 5%
Upskilling and reskilling Q 3%

Getting trust from CEO / stakeholders 5%
Improving communication D 5%

Employee welfare 3%

Improving my own skills 5%

Scaling down Q 3%
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FINTECH CTOS

Expert commentary
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lulia Kopczynski

DELIVERY MANAGER AT STX NEXT (FINTECH)

Our observations show that current FinTech customers are increasingly interested in
Data Engineering and Machine Learning, showing great enthusiasm when they
propose us to attend workshops. Such discovery workshops help them, on the one
hand, to better understand their requirements, and on the other hand,
to understand our capabilities and how we can make it happen for them!
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DEMOGRAPHICS AND FIRMOGRAPHICS

CTO roles: Uncovering the gender gap

This year's survey on CTO roles and gender representation reveals a disparity that needs attention. Since the vast majority of respondents were men, the survey
results raise questions about the overall integration and gender balance in the technology industry. While the percentage of women in the tech industry is growing,
the data paints a clear picture of their underrepresentation in CTO positions.

Amid a technology landscape where innovation knows no boundaries, it becomes clear that barriers persist, making it difficult for women to achieve leadership roles
in significant numbers. In addition, the survey highlights that the majority of CTOs are between the ages of 35 and 44, further intriguing the dynamics of leadership
and experience in the field.

Gender Age

48%

9%

| 3% 3%
Pty 1% —

Male Female Prefer not Non-binary 18-24
to answer

55-64 65 and over
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DEMOGRAPHICS AND FIRMOGRAPHICS

Dominant presence: Europe and IT/software industry
lead the way

This year's survey showcases a striking trend of strong representation from Europe and the IT/software industry, making their mark as standout contributors. With a
significant 69% of respondents hailing from the European continent, Western Europe emerges as the primary epicenter, accounting for an impressive 60% of the
total respondents. Moreover, for the third consecutive year, the IT/software industry continues to hold sway, commanding a substantial 52% of participants.
Notably, finance and insurance secure their position as the third most well-represented industries with a notable 15%. The survey's results demonstrate a powerful
alignment of Europe's influence and the thriving IT/software sector, reflecting the ongoing prominence and growth in these domains.

Geographic region Industry

Eastern Europe 9% IT services n 24%
North America 8% Finance and insurance 15%
Middle East 7% Manufacturing/Energy/Logistics & Transportation 8%
South America B 6% Professional and business services 6%
Oceania 5% Health care and social assistance 6%

Asia D 4% Education and edtech | 5%

Africa B 2% Advertising & Marketing 4%

Central America I (0) 0% Trade/Retail 3%

2%

Real estate and property management

1%

Telecom

1%

State and local government

oo !
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DEMOGRAPHICS AND FIRMOGRAPHICS

The majority of respondents’ companies employ a high
percentage of IT staff and dedicate a huge amount
of their budget to IT

The vast majority of respondents' companies are entering the digital age, employing a significant number of IT staff and allocating large IT budgets. 75% of the CTOs

surveyed work in companies with up to 30 IT employees, indicating a strong technology-focused workforce. Moreover, the survey highlighted that about 30% of

participants belong to organizations that allocate more than 45% of their total budget to IT, highlighting the strategic importance of technological advances and

digital transformation. These results indicate a clear commitment to using technology as a driver of innovation and growth among the companies surveyed.

What is the total estimated number
of employees working at your organization?

2511000
Over 1000 E

What is the percentage
of your overall company
budget earmarked for IT?
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What is the total estimated number
of IT staff working at your organization?

25% 51-250 15%

14% 251-1000 5%

6% It's just me B 4%

Over 1000 B 1%

Less than 10% 10%

More than 11% but less than 25% 24%
More than 26% but less than 45% 25%
| don't know 12%
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CREDITS & ACKNOWLEDGMENTS

A huge thank you to all our partners

The Global CTO Survey 2023 was made possible with the support of our partners. We would like to show our appreciation to everyone who shared insight through
expert commentary, helped to promote and publicize the survey, and offered promotions to our survey respondents.
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Working for
your tomorrow
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About STX Next

STX Next is a global IT consulting and Al company committed to providing exceptional digital services. Since 2005, we have been assisting clients from a wide range
of market segments like FinTech, MedTech, AdTech, and others in their digital transformation activities.

We cooperate with over 500 dedicated Agile professionals, priding themselves on results and innovation-driven processes confirmed by a large number
of international customers including leading global corporations, small and medium enterprises, and the most innovative start-ups.

Benefiting from our exceptional Python Heritage, STX Next has a proven track record of digital projects based on various technologies like Node.js, .NET, JavaScript,
and implementing solutions using Data Engineering, Artificial Intelligence, Machine Learning, Cloud, and UX/UI.

To hire us for your project, visit stxnext.com

Software Clients Years Of
Projects Worldwide Experience
Delivered
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CREDITS & ACKNOWLEDGMENTS

Expert commentary
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Ronald Binkofski

CEO AT STX NEXT

As we delve into the insights and trends of the tech world, it's evident that our
industry continues evolving at an unprecedented pace. Just as we observed in the

previous year, the challenges facing CTOs continue to transform. Consequently this
year another landscape shift appears on the horizon. Our survey shows that
economic uncertainty has placed added pressure on businesses looking to grow and
succeed. The skills shortage in the technology industry that has long been on the
minds of leaders continues to place pressure on teams. This is particularly pertinent
given the persistent danger of cyberattacks. Overwhelmingly, technical debt and

refactoring are the most pressing concerns for CTOs, perhaps brought on by the
skills shortage leading to sub-optimal solutions being implemented to save time and
money. Although driven by necessity in many cases, these short-term fixes will no
doubt place strain on businesses as they require more work in the long run.
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CREDITS & ACKNOWLEDGMENTS

Expert commentary

T

H

=

Ronald Binkofski

With capacity being CTOs' next biggest concern, the data demonstrates a clear need
for strategic planning so that businesses can be Agile enough to ride out the
challenges of the coming years and successfully meet the needs of customers and
employees.

As we look ahead to the coming year, success for CTOs will be defined by our ability
to balance a commitment to consistent delivery while simultaneously
accommodating growth, all while harnessing the immense potential of Al
technologies. Economically and efficiently scaling an organization’s tech capabilities,
teams, culture, and processes, while leveraging Al innovations, is no easy feat. To do
this, we must embrace technology that can easily be scaled up according to
business needs, adopt modern engineering practices, and foster a culture of
continuous learning and innovation at a minimum. For this CTOs will strive for
partnerships that are supporting mid-term planning and related Agile and flexible
execution capabilities.
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